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IPAC Provisioning for FMSAs

Please note that this process generally requires two active users with the FMSA role in ITIM: one to enter the

access request, and one to approve it. However, requests for access to the Admin Modules and/or the all ALC
“0” must be approved by an ISSO, rather than a second FMSA (examples requiring ISSO approval are shaded in
green).

Access Request Submission (completed by an FMSA)

1. Access the ITIM external interface at https://reg.fms.treas.gov/itimext/. Enter your SSO user ID and
password, and then click Log In.

Enterprise Single Sign On

Select an authentication method and

Log In using your FM5:
To lag in using your FMS Single Sign On User ID and Password, please enter your User ID and Password,
§50 User ID and Password b

2curlD Token

PKI Certificate

il

WARNING You have accessed a United States Government computer, Unautharized use of this computer is a vialation of federal law and may subject you to cvil and criminal penalties. This
WARNING computer and the automnated systems, which run on it, are monitored, Individuals are not g teed privacy while using government computers and should, therefore, not expect
WARNING it, Communications made using this systern may be disclozed as allowed by federal law,

2. The Request Management — Your To-Do List page will load. Click the Search link in the menu across
the top of the page, and then select Person from the dropdown menu.

Username: agwaa500 BELT

Management Crganization

Reguest Management - Your To-Do List

Subject I

I Locked | Activity | Time Due Requestee

Username:

Subject I

I Locked | Activity | Time Due | Requestee |

3. When the Search Person page loads, select the desired search criteria from the dropdown menu in the
Where field (note that the Select field will default to External, and may be modified as needed).

Username: agwaa500

Request Management Organization

Search Person

Select Extemal

Whers Full Narne - Cortaing  +
Full Narne

S| Last _Name
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IPAC Provisioning for FMSAs

4. In the blank open text field, enter the search term for the individual you wish to locate (note that the field in
the center column will default to Contains, and may be modified as needed to select another search

operator).
Username: agwaa500 B0

Search Person

Select External
Where Enterprise D = fisusrld

[ saaren |

5. Click Search, followed by the Select link next to the appropriate user in the search results that appear.

Username: agwaa500

Search Person

Select External -
Enterprise Il = Contains = tisusr09

Wwhere
E-Mail | Organization |

|Active

[ T Name {
Select I |Tourus Isusr ]tususr‘)@rohon.mm

6. When the Manage User: User Name page opens, click the Manage Accounts link.

Status |
]

Manage User: Taurus Isusr

7. When the Manage Accounts: User Name page opens, click New.

Mﬂﬂﬂgﬂ Accounts: Taurus Isusr
Select User ID Service Status
) tisusr) Single Sign On (FSLDAP) Active
tisusrd CARS Active
E: Swspend | Restore | De-Provision | | Cancel
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IPAC Provisioning for FMSAs

8. When the Create Account for: User Name page opens, select IPAC to create an account for QA and then
click Submit.
Note: You can also create an IPAC account for the IT and FT environments following these instructions and
selecting IPAC (TWAI IT) or IPAC (TWAI FT). Before you are able to create the IT or FT IPAC account, you will need
to create the Single Sign On (SSO) account for those environments or the system will fail the request. Select the
Single Sign On (TWAI IT) or Single Sign On (TWAI FT) first. (The SSO request does not require an approval) After
the SSO account is created for that environment, you can come back to select the IPAC (TWAI IT) or IPAC (TWAI
FT) account for the user.

Reguest Management

Create Account for: Taurus Isusr

Choose Account Type

CARS

CARS (TWAI FT)

CARS (TWALIT)

GFRS

GTAS

GTAS (TWAI FT)

CSTAS (TWAL IT)
I 9 IPAC

IPAC (TWAIL FT)

IPAC (TWALIT)

Single Sign On (FSLDAP)

Single Sign On (TWAI FT)

Single Sign On (TWAL IT)

9. When the Edit Account: IPAC page appears, select the Click to Modify link in the Modules, Roles, and
ALC:s field.

Edit Account: IPAC

User ID™ tisusr0?

Modules, Roles, and ALCs I [Click to Modify’ I

Suspended Due to D
Inactivity?

@ schedule for Now

) Schedule for Later 2/24/2014 Time: 00:00 -

Submit || Cancel

BFS Identity Managerment
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IPAC Provisioning for FMSAs

10. When the IPAC Access Permissions page opens, navigate through each of the three dropdown menus
from left to right to select the appropriate options in the Module, Role, and ALC fields.

@ https:/fireg-pps.fims.treas.gov/Ttarget_dn=erglobalid%302439433232331286036%2Cau%3D0%2Cou%3Dpeop - Windows Internet Explorer L= [E) [WeeSe

e

IPAC Access Permissions

Please provide the permissions for this user's IPAC access.

e The ALC 0 flag will override any value chosen in the ALC dropdown box.
e The RITS Payrofl text box value will override any value chosen in the ALC dropdown box.

Module Role ALC ALCO
Ll ]
0
BYSLA Module Role ALC
BYSLE ENROL - - -
ENROL
1PA
IPACS
RITSA Agency Administrator (A4)
RITSB FMS Administrator (FMSA)
RSTF
TRACA Module Role ALC
TRACB EMROL * | Master Administrator (MA) ~ v|
00001073 ]
0000107 4
00001075
00001076
00001077
0001078
0001079
00001171
00001299
00001420 =)
00001421 -|
1

To request access to all ALCs, select the appropriate options in the Module and Role fields, then check the
ALC 0 box.

Module Role ALC ALCO |
IPACE + IPAC Supenisor - N 2

To request access to the RITSA or RITSB modules, select the appropriate options in the Module and Role
fields and a free entry text box will appear where you enter a RITS Payroll ID that may not be an actual ALC.
If the Payroll ID is an actual ALC you can select it from the dropdown menu in the ALC field. Either the
RITS Payroll ID or the ALC field should be completed, it’s not necessary to complete both.

NOTE: To request access to all ALCs in a RITS module, enter “00000000” in the RITS Payroll 1D
field. The ALC 0 check box will be unavailable for selection on RITS modules.

Module Role ALC ALCO |
EITS Payroll ID:
{0000000|
RITSBE ~ RITS Payroll Admin -l IF
ALC:
1ISSO
| Cancel | Approval
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IPAC Provisioning for FMSAs

11. After all three fields are populated with your selections, click Add.

Module Role ALC
ENROL -  Master Administrator (MA) ~  [EEEEEIIRE] -
| Cancel
Module ALCO
IPACB * IPAC Supenisor - [+
Module ALCO
EITS Payroll ID
Jpooooood]
RITSE = RITS Payroll Admin - C
ALC
ISSO
Approval
Required

12. When the Module, Role, and ALC selections appear in the Current Permissions section, click OK.

NOTE: Only one ALC may be selected per row. To provision a user, AA, or MA for multiple ALCs
(but not all), move through steps 10 and 11 as many times as needed, selecting a different ALC each
time. Upon entering each ALC access request, verify that it appears in its own row under Current
Permissions, and then click OK. To add additional ALCs at a later time, it will be necessary to log
back in and modify the account.

Module Role ALC ALCO |
[Add] [oK] [Caneet |
Current Permissions

MModule Raole ALC Remove

-ENROL Master Administrator 00001073

Current Permissions

Module Role ALC Remove
IPACE IPAC Supervisor 00000000
Current Permissions

Module Role ALC Remove |
RITSE RITS Payroll Admin 00000000
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IPAC Provisioning for FMSAs

13. When the Edit Account: IPAC page appears, click Submit to proceed with the default selection of
Schedule for Now. If the user’s access should go into effect at a future point in time, click the radio button
to select Schedule for Later, enter the desired date and time for access to be provisioned, and then click
Submit. If you do not click the Submit button, the request will not be sent for approval.

NOTE: If you are requesting access to multiple module/role/ALC combinations for a user, a separate
approval request will be sent to the other FMSAs and I1SSOs for each module/role/ALC combination. If
you are requesting access to any of the Admin Modules and/or ALC 0, the request will only be sent to
the IPAC ISSO(s) for approval (as noted in scenarios above).

Also, the first FMSA will receive an email notification when the access request is completed
(approved/rejected) by the second FMSA or ISSO. To manually verify within ITIM whether a submitted
request has been processed, follow the instructions provided in the Access Request Verification section
of this guide.

Request Management Organization

Edit Account: IPAC

User ID* tisusr09

wodules, Roles, and ALCs [Click to Modify’

suspended Due to m
Inactivity?

@ schedule for Now

© Schedule for Later 2/24/2014 Time: 00:00 ~

Submit || Cancel
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IPAC Provisioning for FMSAs

Access Request Approval (completed another FMSA or I1SSO)

1. Access the ITIM external interface at https://reg.fms.treas.gov/itimext/. Enter your SSO user ID and
password, and then click Log In.

Change Passwar d | Fargot your Passward? | Fargot your User 1d? [Register| 7

fms

Enterprise Single Sign On

Log In To: htty

Select an ication method and

Log In using your FMS:

To lag in using your FMS Single Sign On User ID and Passvord, please enter your User ID and Password,
$50 User ID and Password b

User IDt bgwsaS00

2curlD Token

EKI Certificate

Uil

WARNIHG ou have accessed a United States Government computer, Unauthorized use of thi | ati f federal law and may subject you to cvil and ciminal penalties, Thi
WARNIHG computer and the autarnated systerns, which run on it, are monitared teed privacy whil g government computers and should, therefore exp
WARNING it Communications made using this systern may be disdosed as allowe,

2. When the Request Management — Your To-Do List page loads, click the FMSA 1SSO Approval link in
the Activity column.

Reguest Management - Your To-Do List

Locked Activity Time Due Requestes Subject
I FMSa 1SS0 Approval I Feb 28, 2014 10:50 AM EST Taurus Isusr tisusrQa

3. When the Approve/Reject the Request page opens, click View Request Data to access additional request
details, and then click Back to return to the Approve/Reject screen.

arisgerment Organization Search Report

Approve / Reject the Request

Bescription ENROL“‘I“M-IQF Administrator| 00001073 access request for Taurus Isusr's scoount tisusrD? on IPAC requires your

approval,
Request ID TE19ITAF1T280466677
Requestor Angie Gwaadmin
Requestes Taurus Isusr
Subject tisusrd
Tirme .
Submitted Feb 25, 2014 10:50 AM EST
Tirme Due 28 2014 1030 4M EST

Wiew Reguest Duats

User D+ tisusr0Q
Explanation Adrmin Role
EMROUMaster Administrator|00001073

Modules, Roles, and ALCs

Approve Reject Cancel

Suzpended Due to D
Inactivity?
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IPAC Provisioning for FMSAs

4. Click Approve or Reject based on review of the access requested.

it

Approve / Reject the Request

Description ENROL|Master Administrator| 00001073 access request for Taurus Isusr's account tisusr09 on IPAC requires your
approval.

Reaguest 1D FH1937491 7288466677

Regquastor Angie Gwaadmin

Requestes Taurus Isusr

Subject tizusr0d

gﬁfﬂlﬂcd Feb 25, 2014 10:50 AM EST

Time Due Feb 28, 2014 10:50 AM EST
View Reguest Dats

Explanation

Approve Reject Eancel

5. On the Request Management — Your To-Do List page, verify that the approved request no longer appears
and whether there are other requests that need action.

Request Management - Your To-Do List

I Locked | Activity | Time Due Requestee Subject I
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IPAC Provisioning for FMSAs

Access Request Verification (completed by requesting FMSA)

1. To verify whether a user access request has been processed, click Request Management in the blue
toolbar, followed by View Pending Requests.

Request Management
o |
View Pending Requests |
View Completed Requests “d

anagement - Your To-Do List

| Activity | Time Due Requestee | Subject |

2. When the Request Management — Your Pending Requests page appears, verify if the request is still
showing in an In Process Status. If this is the case, action still needs to be taken on one or more of the
module/role/ALC combinations requested. If the request does not show on the Request Management —

Your Pending Requests page, check the Request Management — Your Completed Requests shown in
steps 3 and 4.

Request Management Organization

Request Management - Your Pending Requests

Select | View Details Request ID Time Submitted Process Type | Requestee | Subject| Status

|:| Details 4732080799778165723 Mar 14, 2014 01:37 PFM EDT Create Account |Taurus Isusr |tisusr09 JIn Process

3. If the request is not showing on the Request Management — Your Pending Requests, click Request
Management in the blue toolbar, followed by View Completed Requests.

To-Da List

anagement - Your To-Do List

View Pending Reguestis

| Activity | Time Due | Requestee | Subject |
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IPAC Provisioning for FMSAs

4. When the Request Management — Your Completed Requests page appears, verify that the Status
column shows an entry of Succeeded.

NOTE: Because access to multiple ALCs may be requested within a single submission, it is possible that a
specific ALC access request within the submission may have been rejected by the FSMA/ISSO approver
for that ALC, even if the submission appears on the Request Management — Your Completed Requests
page with a status of “Succeeded.” If the user cannot access IPAC with all the module/role/ALC
combinations requested, you will need to resubmit a request for that module/role/ALC.

Reguest Management Organization

Request Management - Your Completed Requests
Find requests Completed ~
during this time period: Today -
Refresh
Details Request ID Time Completed Process Type Requestee Subject Status
Details 4732080799778165723 Mar 14, 2014 01:41 PM EDT Create Account Taurus Isusr tisusrog Succeeded

1
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